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Abstract— Recently, we have proposed ANSWER: 
AutoNomouS Wireless sEnsor netwoRk as a service 
platform whose mission is to provide dependable 
information services to in-situ mobile users while satisfying 
their quality-of-service (QoS) requirements. Alongside with 
the stationary tiny sensors, the network employs more 
powerful mobile devices referred to as aggregation and 
forwarding nodes (AFNs). ANSWER exploits AFN 
mobility to support QoS requirements. However, as an AFN 
moves closer to an event (e.g., a hazardous spill), it may be 
at risk (e.g., due to potential damage). In this paper, we 
present a quantitative analysis of the interplay and balance 
between QoS support and asset safety. We propose a new 
scheme, called SAFER (for SAFEty-aware Relocation), 
which pursues relocation of the AFN in order to boost 
network performance without unnecessarily compromising 
AFN safety. SAFER uses historical data on detected events 
and employs an evolutionary neural network to assess the 
risk involved and predict good quality new position(s). 
I. INTRODUCTION
Ubiquitous aggregations of massively deployed sensors are 
expected to create sophisticated sensing, computational and 
communication platforms called sensor networks that will 
pervade society, redefining the way in which we live and 
work [1][2]. For example, a large number of networked 
sensors can provide services to assist search and rescue 
operations, often in hostile environments, by locating 
survivors, identifying risky areas and making the rescue 
personnel aware of the overall situation. Authorized 
personnel should be able to task the network with explicit 
queries involving Quality of Service (QoS) parameters. An 
example would be to provide information about a safe path 
through a potentially dangerous area. The path description 
must be up-to-date (time resolution) and within a specified 
margin of error (space resolution).  
We envision a large-scale deployment involving a 
massive number of micro-sensors, each perhaps no larger 
than a dime, and possessing only limited functionality. 
Alongside with the tiny sensors, more powerful mobile 
devices referred to as aggregation and forwarding nodes
(AFNs), are also deployed. In such a heterogeneous sensor 
network, AFNs can organize the sensors in their immediate 
vicinity into a dynamic virtual infrastructure supportive of 
the overall mission of the network. The sensor network 
should provide high-quality information with commensurate 
dependability guarantees. Dependability attributes include 
reliability, safety, security, maintainability, timeliness, etc. 
The resource-constrained nature of sensors, the hostility of 
the environment and the wireless communication medium 
make the task of providing dependable QoS-aware operation 
in sensor networks a formidable challenge [3]. The problem 
is further exacerbated by the mobility of users (both internal 
and external to the sensor field) and the highly sensitive 
nature of mission-critical operations of senor networks. 
In our work, we advocate a new design for sensor 
networks. Our design promotes autonomy in organizing and 
operating the sensor network in order to provide dependable 
information services to in-situ mobile users while satisfying 
their quality-of-service requirements. Such an AutoNomouS 
Wireless sEnsor netwoRk (ANSWER, for short) is capable of 
performing sophisticated analyses for detecting trends and 
identifying unexpected, coherent, and emergent behaviors. 
Clearly, ANSWER finds immediate applications to both 
overt and covert operations ranging from tactical battlefield 
surveillance to crisis management and homeland security, to 
name a few. QoS and dependability requirements are 
handled at all layers of the communication protocol stack.  
The contribution of this paper relates to one of the core 
components of ANSWER that, in our opinion, is 
unconventional in the context of sensor networks and has not 
received much attention in the literature, namely the 
quantitative analysis of the interplay and balance between 
dependability and QoS support in sensor networks. In our 
presentation, we narrow the scope of dependability to asset 
safety. Hence, the objective is to meet the QoS goals of the 
current tasks while ensuring the safety of the AFNs so that 
the network can serve the largest set of users’ future 
requests. We propose a new scheme for SAFEty-aware 
Relocation (SAFER), which identifies a candidate location 
for the AFN so that the network performance is enhanced 
and then checks the vicinity of that location for the safest 
spot for the AFN to move to. SAFER uses an evolutionary 
neural network to estimate the risk at the candidate AFN 
locations. Evolutionary neural networks have been shown to 
superior to traditional statistical methods when data are not 
well-defined and involve human opinions [4], and thus suit 
the assessment of safety implications of an AFN move.  
The paper is organized as follows. In the next section, 
we provide an overview of ANSWER. Section 3 highlights 
the issues related to handling QoS goals in sensor networks. 
Section 4 proposes SAFER for meeting the QoS and asset 
safety objectives. Analysis of SAFER is also provided in the 
section. Finally, we conclude the paper in section  
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From an architectural perspective, a sensor network is a
collection of sensors connected and dynamically configured
in ad hoc network topologies to provide support for
monitoring applications [2]. The small form factor prohibits
the use of long-lasting batteries and constrains sensors to
low power processors and small radios with limited
bandwidth and transmission ranges. Thus, optimal
organization and management of sensor networks is crucial
in order to perform the desired function securely with an
acceptable QoS level and to prolong the useful lifetime of
the network. ANSWER employs mobile, more powerful
aggregation and forwarding nodes and pursues dynamic
task-oriented organization and management of network’s
resources. In this section, we briefly describe ANSWER
through an illustrative example.  The reader is referred to [4] 
for a more detailed description of ANSWER.
Consider a rescue mission where a patrol, search and
rescue vehicle (PSAR) is navigating in potentially
dangerous terrain interacting continuously with ANSWER,
tapping into the stored information in order to chart a safe 
path (Figure 1). ANSWER informs the PSAR in real-time of
sources of imminent danger, the presence of intruders, etc.
Figure 1 depicts a border patrol where an PSAR uses
information provided by ANSWER to navigate in difficult
terrain and detect infiltration, drug trafficking, etc The
nature of this interaction requires ANSWER to provide
timely, high-quality information with commensurate
security guarantees.  If the PSAR’s request is for a safe path
through the potentially dangerous area, the path returned by
ANSWER must satisfy two important QoS parameters: it
must be up-to-date (time resolution) and within a specified
margin of error (space resolution). ANSWER will also
provide the following value added functionality:
1. Intelligent pre-fetching of information that the PSAR is
likely to need in the near future (indicated by black solid
circles in Figure 1). 
2. Delivering to the PSAR results (indicated by multiple
incoming arrows in Figure 1) of the current query/task at the
position(s) along the charted safe path(s) that the PSAR may
occupy when the results become available.
In support of carrying out ANSWER’s tasks, it may
become necessary, if feasible, for some of the AFNs to
move to positions that best support the mission at hand.
Also, it may happen that the desired QoS parameters cannot
be achieved without putting the infrastructure of ANSWER
at risk. Should this be the case, ANSWER may dynamically
renegotiate the QoS parameters. Another essential feature of
ANSWER is the establishment of a trust relationship and 
subsequent secure communications between the PSAR and
ANSWER. Indeed, by penetrating ANSWER or by injecting
erroneous or partly incorrect information, an adversary can
create extremely dangerous life-threatening situations. Also,
tasking ANSWER and disseminating information to
different users may require different security access levels.
For example, troopers may have access to highly sensitive
information while a member of the support personnel may
access only a limited portion of the available information.
Given this scenario, two aspects of security arise: (1)
securing the operation of ANSWER and (2) securing the
interaction between ANSWER and the PSAR(s). 
Our main thesis is that the mobility of the AFNs in 
support of QoS provisioning, in conjunction with the
secured cooperation with the PSAR(s), will enable
ANSWER to provide secure, QoS-aware information
services to in-situ mobile users. To the best of our
knowledge, solutions that accomplish this goal do not exist
yet. In [5], we presented solutions for secure
communications in ANSWER. In this paper, we focus on
QoS-aware operation of ANSWER without unnecessarily 
compromising safety (as an important dependability
attribute) of assets In the next section we discuss
architectural and QoS support issues of sensor networks
relevant to the development and operation of ANSWER.
Figure 1: ANSWER in a border control application.
III. QOSI SSUES IN SENSORNETWORKS
While sensor networks inherit most of the QoS issues of
wireless networks, their characteristics pose unique
challenges that make present-day service differentiation
schemes unsuitable. The sensor’s resource constraints
mandate numerous tradeoffs between energy and delay,
reliability and buffering space, bandwidth and data
redundancy, etc. [6]. Most notable among the techniques for
handling QoS requirements in sensor networks is pursuing
asset relocation, particularly the AFNs [7]. In this section
we focus on the QoS issue most relevant to this paper; that
is utilizing AFN mobility to support QoS goals while
countering safety threats.
Since in almost all sensor networks data are routed
towards an AFN, hops close to that AFN become heavily
involved in packet forwarding and thus their batteries get
depleted rather quickly. In addition, the interest in
optimizing the transmission energy tends to increase the
levels of packet relaying and thus makes queuing delay an
issue, especially for real-time traffic. AFN repositioning
would have the potential for enhancing network
performance in terms of energy, delay and throughput. For
example, moving the AFN towards the sources of highest
Proceedings of the 8th International Symposium on Parallel Architectures, Algorithms and Networks (ISPAN’05) 
1087-4089/05 $20.00 © 2005 IEEE packet traffic can increase the reliability, lower the packet
delay and reduce the transmission energy over wireless
links. In the absence of security or safety concerns, the main
issues are: when should the AFN be relocated; where it 
would be moved to; and how to handle its motion without
negative effect on data traffic. 
However, not all locations would be safe for the AFN
even if a substantial gain in performance is perceived. At
many times, sensors are placed in hostile environments
where there is always a lurking danger to the AFN as it gets
closer to the data sources. For example, in a disaster
management application, ANSWER may be reporting about
fires, collapsing building, gas leaks, etc. Similarly, in 
combat field surveillance, ANSWER may be reporting tanks
or enemy troops. Moving too close to the reported events in
these scenarios would be very risky. Thus, handling such
scenarios would be subject to performance and safety trade-
off [8]. Figure 2 illustrates these issues. While relocating the
AFN would enhance timeliness for constrained traffic, it
gets the AFN undesirably closer to a dangerous region. A
similar case is when the AFN would like to collect data
while being unharmed, e.g. track enemy targets or fast-
spreading fire. In such case, the AFN would have to
consider the potential performance degradation while
deciding on the path and speed of its motion.
While the goals of most published techniques for sensor
networks focus on increasing network lifetime and on-time
delivery of data through clever architecture and
management of the network [1], few studies, e.g. [7]
considered the possibility of relocating the AFN for 
enhanced network performance. AFN positioning has been
investigated in the context of wireless local area network
and cellular infrastructure [8]. The base stations, in these
systems are stationary in nature and are placed in order to
achieve coverage of an area or a building using the minimal
number of base stations. Another related work to AFN
positioning is reported in [9][10]. The considered model is 
to use an AFN (sink) node as a direct router for a group of
mobile nodes that would be otherwise unreachable due to
topological reasons such as blockages. The problem
addressed is to find the optimal place for the AFN to best
serve the group in terms of latency and throughput. To the
best of our knowledge there is no prior work that studies the
dependability (in this paper, safety) implication of relocating
AFNs. The problem is far more complicated when 
attempting to exploit the tradeoffs between QoS
provisioning and dependability.
IV. BALANCINGSAFETY AND PERFORMANCE GOALS
As discussed, AFN relocation has been shown to be a viable
approach for QoS provisioning in sensor networks.
However, changing the location of the AFN may have 
serious implications on its safety. ANSWER provides for
utilizing the safety and QoS tradeoff in AFN placement. In 
this section we highlight our approach and present a
summary of simulation results. While many quantitative
metrics do exist to capture the performance of the network
and the accuracy of the collected data, only qualitative
measures are available to indicate the safety or the risk that
an AFN is running. In subsection A, we describe our
approach for assessing the safety of the AFN. Subsection B
highlights our strategy in repositioning an AFN and presents
our new safety-aware relocation scheme. Finally, subsection
C presents some preliminary simulation results highlighting
the effectiveness of our approach.
A. Assessing AFN safety 
To assess the safety implication of relocating the AFN, we
pursue a cognitive formulation as a Decision Support
System (DSS). A DSS is an intelligent module that makes
decisions based on historical data. We track the different
AFN safety and network performance levels and use it to
train the DSS. Before discussing the DSS model, we explain
how we estimate the threat implication of the proximity of
the AFN to the reported event.
B
AFN
50
A
Threat Index: One approach for threat assessment is to
identify the sensors that are reporting on an event and
consider their neighborhood to be a risky area. However,
multiple sensors may be reporting on the same event, target
or phenomenon. Therefore, it is difficult to define a fine-
grained threat measure since the sensing range may be large.
Instead, we associate a threat function to the region in which
the event is detected. The event region will simply be
defined by the convex hull of the sensors reporting on that
event. To pinpoint the exact location of the event within this
region, the sensor’s measures and their accuracy can be 
consulted. If signal processing based event localization is
not feasible, e.g. due to the need for an extended sensing
duration or due to the complexity of the data processing, an
approximate location is estimated using the position of
sensors in the event region (e.g. the centroid of the region).
To quantitatively assess the threat to the AFN at a 
20 30
6 3 C
Serious
Event
Nonfunctional sensor node
Unconstrained data source
Delay-sensitive data source
Relaying/Operational node
Figure 2: Moving the AFNto the new location stimulates
the activation of additional hops and results in the splitting
of traffic through node A on new paths and thus increasing
the feasibility of meeting the QoS constraints. However,
the AFN gets closer to the event.
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event.  The threat index in our work is a function of:
1. The distance DSRi of the AFN from the centroid of the
event region (Ri): As explained above, the centroid of a
region approximate the event’s location.
2. The volume VRi of data arriving from the region Ri: The
data volume can be defined to be either the number of
packets the AFN receives or the number of nodes that report
a particular event depending on the network operation
model. High data volume is indicative to how active the
event gets and how accurate the detection is. For example, if 
a temperature sensor finds that is getting hot, it increases its
sampling frequency to promptly report fires.
3. The severity level SLRi of the reported sensor data: This
metric defines the seriousness of a threat and serves as an
application-level indicator. We define the reported sensor
data to be in the range [0, h] with 0 reflecting normal sensor
traffic and h defining the most severe threat to the AFN.
To assess the risk of relocating the AFN, we define the
threat index (TR) with respect to a region Ri as follows:
Ri SL
Ri
Ri Ri Ri DS SL V TI ¸
¹
· ¨
©
§    1 . When sensors report normal
conditions or non-harmful events, SLRi = 0 and hence TIRi = 
0. In addition, the threat index is inversely proportional to 
the distance to the event. The severity of an event affects the 
growth of the threat index as the AFN gets closer to the
event. Quiet regions, with very low VRi , are considered safe.
Risk Assessment: To assess the risk that the AFN is
running when staying in its current position or relocating to
a different one, we pursue stochastic measures. We model
the AFN’s safety as a decision support system (DSS) [4].
For the DSS to be effective, it has to go through a training
process first. The objective of the training is to inform the
DSS about what events happened in the past and how the 
environment reacted to them. Once trained, the DSS could
be used in making future predications and decisions. Recent
developments in DSS have shown that artificial intelligence
offers new opportunities to combine multiple criteria and 
explore new patterns, which eventually enhance the quality
of the decision. Artificial Neural Networks (ANN) proved to 
be superior to traditional statistical methods when data are 
not well-defined and involves human opinions, and thus
suits the assessment of safety implications of an AFN move.
An ANN consists of many neurons, depending on its
topology. Each neuron can be considered as a simple
processor, where its inputs are weighted variables and its 
output is a function of the input, its associated weight, and
the threshold value. The threshold value of the neuron is
defined as the cutoff value where the neuron would change
its output value. The power of neuron comes from its
collective behavior where all neurons are interconnected.
The topology of the ANN is problem-dependent but usually
consists of multiple layers with either forward feed or
backward propagation links. The accuracy of the model is
dependent on the quality of the data presented to it during
the learning phase. Learning in multi-layer neural networks
is performed using back-propagation, where training input
data are presented to the ANN and propagated till it reaches 
the output layer. The output is then measured and compared
with the desired value, if different, an error value is back
propagated. This process continues till the desired output is
reached. Heuristics are an effective technique that can guide 
both weight optimization and topology selection. Evolution
of ANN using genetic algorithms has been carried out in
recent years giving rise to a new branch of ANN known as 
Evolutionary Neural Networks (ENN). In ANSWER, we
opted to use heuristics to train the neural network.
An example to illustrate the idea of using ANN to
assess the safety of the AFN is shown in Figure 3. The
figure illustrates a two-layer ANN with two risky events
taking place, R1 and R2. The distance between the current
AFN position and these two events are evaluated as X1 and 
X2, respectively. The ANN - in this case - consists of 3
neurons, 6 weights, and 3 thresholds values. The output
from the neural network can be described using the formula:
R1
R2
T1
T2
T3 Y
X1
X2
w1
w2
w3
w4
w5
w6
N1
N2
N3
Figure 3: ENN model for the risk assessment of a location
Y = w5(w1X1+ w3 X2- T1) + w6(w2 X1+ w4 X2- T2) - T3
If there are n events reported in the environment, the
number of neurons in the neural network would be (n+1)
neurons with (n
2+n) weight and (n+1) thresholds. Genetic
algorithms are used in finding all these weights and 
coefficients based on the learning data. Obviously the
quality of the risk assessment obtained is highly influenced
by the training data, which is dependant on the sensors’
application and network operational model. Initially, we 
conduct simulation experiments that resemble the actual 
application setup to collect historical data. In the
experiments, performance-based relocation schemes such as 
[7] are employed to stimulate AFN movements. The threat
levels are tracked and tabulated for training the ANN. We
then rely on the evolutionary nature of our model to adapt
the ANN to dynamic changes in the environment.
B. Safety-aware AFN relocation
As explained earlier the relocation of the AFN can be very
effective in meeting QoS goals. Often such repositioning
has implications on the safety of AFN. Here, we identify the
following two cases:
1. AFN relocation for enhanced network performance:
Energy conservation, throughput and timeliness are
typically the performance metrics targeted for improvement
through AFN relocation.  It is usually desirable to have the 
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order to decrease total transmission power and extend the 
life of nodes on the path of heavy packet traffic. Such 
closeness will reduce the packet delay and boost the 
reliability and throughput of the network. However, the 
threat index of the AFN grows as it gets near where harsh 
events are happening or dangerous targets are passing. 
2. Relocation for increased AFN safety: In this case, the 
AFN is to be moved away from risky spots to relatively 
safer positions. The main concern would be the impact on 
the achievable QoS levels. For example, the probability of 
packet drops will increase as packets travel longer distances 
and pass numerous hops. In addition, packets would 
experience larger delay and more energy will be consumed. 
In this paper, we are proposing SAFER, a new scheme 
for relocation based on Evolutionary Neural Networks 
(ENN). SAFER employs an expert system to reposition the 
AFN based on safety assessment of the new location. The 
main objective is to protect the AFN and at the same time 
try to boost the network performance. The ENN attempts to 
find a better/safer location in the environment that boosts, or 
at least does not degrade, the performance.  A better location 
is a function of the proximity of the AFN to the monitored 
events, the number of data sources or packets reporting 
these events and an application-based metric of the 
seriousness of the events, e.g. the reported temperature 
nearby a fire, as reflected in the threat function above. 
Since, there may be multiple such events happening, e.g. 
fires spreading from different directions, optimal relocation 
of the AFN would be a difficult problem. In addition, we 
need to take performance measures into account when 
relocating the AFN. To address these issues, we use an 
objective function that combines both the safety of the AFN 
and the performance of the network. The goal is to find a 
location that maximizes such an objective function. 
SAFER consists of three main routines, SAFER-Gen, 
SAFER-Learn, and SAFER-Loc. In SAFER-Gen, the 
learning data is generated by reading the historical data and 
manipulating/preparing it.  The manipulation process starts 
by identifying active threats at each location in the historical 
data. Then, the threat level is estimated as explained earlier. 
For each location, the probability that the next AFN location 
would have a higher threat value than the current location is 
calculated and used as the risk assessment index for this 
location. The SAFER-Learn routine applies genetic 
algorithms to define the weights and coefficients of ENN 
based on the learning data, prepared by SAFER-Gen. The 
process follows contemporary steps of genetic evolution, 
namely generating initial population, parent selection, 
application of crossover and mutation operators, etc.  
The SAFER-Loc routine relocates the AFN based on 
two factors: safety and performance. The ENN generated by 
SAFER-Learn is used to make the safety decision, while the 
throughput and the average remaining energy of some 
relaying sensors in the vicinity of current AFN location are 
used to make the performance decision. The location that 
has the best combination of both AFN safety and network 
performance is selected. In SAFER-Loc, a depth-
constrained algorithm that exhaustively searches the area 
around current AFN location and within a predefined radius 
r is used. The algorithm starts by examining all locations 
that are within certain radius r1, then, expands r1 to examine 
locations within r2, where r2 > r1 till it reaches the final 
predefined radius r. The selection of r would be influenced 
by the computation resources of the AFN and density of the 
sensor in the deployment area. A predefined importance 
weights is set to indicate the relative importance of both the 
performance and the safety when relocating the AFN. As an 
example, the relocation index for a certain location l1 can be 
calculated as: 
RelocIndex(l1)=(a u SafeIndex(l1)) + (b u PerfIndex(l1)),
Where a and b are the safety and the performance weighting 
factors, respectively. We next present some validation 
results obtained while experimenting with SAFER in a 
simulated target-tracking setup. 
C. Experimental validation of SAFER 
Validation of SAFER is provided in a simulated 
environment similar to that used in [7]. In the experiments, 
the network consists of varying number of sensor nodes (50 
to 200) that are randomly placed in a 500 u 500 m
2 area. A 
free space propagation channel model is assumed with the 
capacity set to 2 Mbps. Each node is assumed to have an 
initial energy of 5 joules. A node is considered non-
functional if its energy gets completely depleted. The 
maximum transmission range for a sensor node is assumed 
to be 50 meters. We assume a scenario where the network is 
tasked with a target tracking mission and the AFN can move 
with a maximum speed of 5 m/sec when needed. Targets are 
assumed to come from outside the area. Therefore, the 
initial set of sensing nodes is chosen to be the nodes on the 
convex hull of sensors in the deployment area. Targets are 
characterized by having a constant speed chosen uniformly 
from the range 4 m/s to 6 m/s and a constant direction 
chosen uniformly depending on the initial target position in 
order for the target to cross the convex hull region. Any 
target remains active until it leaves the deployment area. We 
categorized the targets into three risk groups: high, medium 
and low, according to the danger they represent to the AFN 
(i.e., SLRi [0, 2]).  
For each conducted experiment, we tracked the 
following metrics: the distance between the AFN and each 
event in the environment, the network throughput, the 
average energy per packet, and the average delay per packet. 
To qualify the effect of SAFER, we compared it to two 
other approaches: the No-Relocation approach, serving as a 
baseline, and the Performance-Relocation approach, where 
the AFN was allowed to relocate based only on performance 
metrics [7]. We have applied 5 distinct seeds in order to 
generate random network topologies. Each simulation lasted 
12,000 simulation time units. We observed that with > 90% 
confidence level, the simulation results stay within 6%-10% 
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The average overall performance and risk assessment
results for all experiments conducted are shown in Figures 4
and 5. The results indicate that the SAFER was able to 
relocate the AFN close to events, but not as close as the
Performance-Relocation approach (that may dangerously
increase the threat to the AFN), and not too far as the No-
Relocation approach (that may cause major negative impact
on performance). The two figures confirm that the AFN
managed to stay far enough from most serious events and at
the same time boosted the performance of the network to a
higher level than the No-Relocation approach.
It is to be noted that the performance difference
between the Performance-Relocation approach and SAFER
may in reality be narrower than what is shown. In the
experiments, we do not take into account the performance
degradation for being closer to a risky area. Obviously, the 
AFN may experience more difficulty in providing services
when it is subjected to harsher conditions. We chose not to
include such penalty in order to demonstrate that SAFER
provides comparable performance even if the best 
conditions are considered for the alternative approaches.
V. CONCLUSION
We have proposed ANSWER, a new design model for a
sensor network service platform that strives to provide in-
situ users with dependable information services while
attempting to satisfy their quality-of-service (QoS)
requirements. This paper presented a pioneering attempt to a
quantitative treatment of the interplay and balance between
QoS support and safety of nodes in sensor networks. In
particular, we have described how ANSWER exploits the
mobility of the AFNs to support QoS-aware operation of the 
network and introduced a new mechanism that pursues
relocation of the AFN for QoS while considering safety
purposes. Evolutionary neural networks are used to estimate
the risk at the candidate AFN positions before the relocation
process takes place. Experimental results collected in a 
simulated target-tracking setup demonstrated the
effectiveness of our mechanism in protecting the AFN while
providing good network performance. Safety in our
treatment is used as a demonstrative dependability attribute.
Our goal is provide QoS-aware dependable operation of
autonomous sensor networks. Other dependability attributes
that warrant careful addressing include reliability,
maintainability, and survivability.
Figure 5: Comparison of network performance under
different metrics
Figure 4: The average distance between the AFN and
different types of risky events.
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